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facebook — -
Connect with friends and the world “
around you on Facebook.

Forgo passwora?

1 UserID: “taekyung.kim@cryptolab.co.kr”,
Password: “Strong-and-Complicated” %




3 UserID: “taekyung.kim@cryptolab.co.kr”,
Password: “Strong-and-Complicated” %

3 UserID: “taekyung.kim@cryptolab.co.kr”,

Password: “Strong-and-Complicated” %

o 87A48727ECC3B1482BCB38BO1D2438035A07DC75EAQ7 6A9
o 931D8802237737319D771CCF82BB48232D457700F776D1B
©23E50DFOE1DA9CIEA5460BE7546999D581E80340B3D708
854D2A69B3E64932D01C1BAE3BD4AA4834F4D196B7A8132
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i< [0 Elements Console Privacy and security X >> 91 8 : X
Privacy Security overview
€83 Controls
> Third-...
Security This page is secure (valid HTTPS).
OFXILjAlOrS 41Tk &) overv.
(o] (o = | | - [ ~ Main origin @ Certificate - valid and trusted
1] Reload to... The connection to this site is using a valid, trusted server
Agteo] 8l BHE0i7ks b= CidE KpaC-X certificate issued by Sectigo Public Server Authentication CA DV
R36.
ARt eS| FU 7|E3 A, FU PQC 71 X Soi| 3 AW 23},
&F- 8- 2t - o] FAsto] MAIE J|S7HY, I SRy LS guaF 32 U MY View certificate

\\
VIEW MORE )

Connection - secure connection settings

The connection to this site is encrypted and authenticated using
TLS 1.2, ECDHE_RSA with P-256, and AES_256_GCM.

& Resources - all served securely

All resources on this page are served securely.
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SIZ TLS 7| m&t S 2

Client Hello

Server Hello + ECDH pubkey

Client: ECDH A& — 28 H|2Z K

Server: ECDH A4t — 28 H|Z K

HEE - K27 7ts!

02

HEEE LIS 2338

.

TH S 2R

209 0|2 S FR327}sto|=atel:
2030ECH PQC Mgt H 1,




Key Encapsulation Mechanism
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KEM PKE

Gen Gen

@ I3

\ Encap \ Encrypt(pk, m)

b/
kﬁ@ K.

\ Decap (sk,c) \ Decrypt(sk, ¢) /
|
m

* Image from https://en.wikipedia.org/wiki/Key_encapsulation_mechanism
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HI& PKE: IND-CPA

\ Gen /

(pk, sk) <
PKE.KeyGen()

\ Encap( pk:) /

@ c = PKE.Enc(seed)

EM: IND-CCA2 Ot M Q.

k = Hash(seed)

0| Il Fujisaki-Okamoto
Transform (FO) =3,

M

\ Decap(sk, ¢) /

Get k = Hash(PKE.Dec(c)),
VERIFY c = PKE.Enc(seed) @
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PKE.KeyGen and PKE.Encryption

MLWE Public Key
Generation

MLWR Encryption

Each elt. is polynomial in R,
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PKE.Decryption
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Component Distribution
Sparse Ternary,
Logég;:eeztrm Fixed Hamming Weight Sampling
(HWT)
Sparse Ternary,
Ephemeral Sparse Centered Binomial
Secret Distribution
(spCBD)
. Discrete Gaussian Distribution
Noise

(dGaussian)

[l

=
o
Description

A ternary polynomial vector where the
number of non-zero elements is fixed to a
specific Hamming weight (h )

A sparse ternary polynomial vector whose

entries are following a binomial distribution.

A discrete Gaussian distribution with a small
standard deviation (o = 1.06).

Benefit

Smaller decryption failure rates.
Constant-time execution.

Smaller ciphertext size & lower
decryption failure rate while
maintaining security (compared to
HWT).

Conservative security.
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https://github.com/CryptoLabInc/SMAUG-T

[+ @ ) CryptoLabinc/SMAUG-T X+

25 github.com/CryptoLablnc/SMAUG-T

O CryptoLabinc / SMAUG-T

<> Code (O Issues 11 Pullrequests &> Agents () Actions [ Projects [ Wiki @ Security
€ SMAUG-T  public
¥ main ~ ¥ 1Branch © 0 Tags Q Gotofile K

@ gnuykeat SMAUG-T.zip without version number &a

() SMAUG-Tzip SMAUG-T.zip without version number

] README

R

Add a README

bbca3c - 3weeksago D) 2 Commits

Q Type ([ to search > (186~ +-1O] (1|8

|~ Insights €2 Settings

<7 EditPins ~ ©watch 0 ~

Y Fork 0 + | Yy Star 0~

About @

No description, website, or topics
provided.

3 weeks ago A~ Activity

E Custom properties
v Ostars

® 0 watching

% 0forks

2 Audit log

Report repository

Help people interested in this repository understand your project.

Add a README

Releases

No releases published
Create a new release
Packages

No packages published
Publish your first package

) ©2026GitHub, Inc.  Terms  Privacy Security Status Community Docs Contact Manage cookles Do not share my personal information




int crypto_kem_keypair(uint8_t* pk, uint8_t* sk)

KEYGEN
37071 /H|H7| & 4
int crypto_kem_enc(uint8_t *ctxt,
ENCAPSULATION uint8_t *ss, const uint8_t *pk);
a7 HIE =l (E2I0|HE)
int crypto_kem_dec(uint8_t *ss, const uint8_t *ctxt,
DECAPSULATION const uint8_t *sk)

ST HIE =223} (AMH)




int kem_test() {
uint8_t pk[SMAUGT_PUBLICKEY_BYTES] = {0};
vint8_t sk[SMAUGT_KEM_SECRETKEY_BYTES] = {0};

crypto_kem_keypair(pk, sk);

uint8_t ctxt[SMAUGT_CIPHERTEXT_BYTES] = {0};
vint8_t ss[SMAUGT_CRYPTO_BYTES] = {0}, ss2[SMAUGT_CRYPTO_BYTES] = {0};
crypto_kem_enc(ctxt, ss, pk);

crypto_kem_dec(ss2, ctxt, sk);

if (memcmp(ss, ss2, SMAUGT_CRYPTO_BYTES) != 0) {
printf("\n");
for (int i = 0; i < m_size; ++i) {
printf("0x%2hx ", ss[i]);
}
printf("\n");

for (int i = 0; i < m_size; ++i) {
printf("0x%2hx ", ss2[i]);

}

printf("\n");

return res;




7|Z& ECDH — HAETAE 1 X| O|A|

BEFORE (ECDH, OpenSSL)

// ECDH 7] xl%t
EC_KEY *key = EC_KEY_new()
EC_KEY_generate_key(key);
// pubkey %, DH <4k ..
ECDH_compute_key(
shared, len,
peer_pubkey, key, NULL

);
/] %A FHE A

AFTER (SMAUG-T)

// SMAUG-T KEM X%
crypto_kem_keypair(pk, sk);
// Encapsulation
crypto_kem_enc(

ct, shared, pk
);
// Decapsulation
crypto_kem_dec(shared, ct, sk);
/] A kA v
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Parameters MODE =1 MODE =3 MODE =5 MODE =
TiIMER

Polynomial Dimension (N) 256

Module Rank (K) 2 3 4 2

PK Modulus Size (LogQ) 10 11 11 10

ctl Modulus Size (LogP1) 8 9 9 8

ct2 Modulus Size (LogP2) 5 4 7 3

Encapsulation Key Size (Bytes) 672 1,088 1,440 672

Decapsulation Key Size (Bytes) 832 1,312 1,728 832

Ciphertext Size (Bytes) 672 992 1,376 608

Shared Secret Size (Bytes) 32

Decryption Failure Rate 2118 2170 27194 2161




Size in bytes
WCT BPK 497%

6000

4000

2000

[KpqC] SMAUG-T [NIST] Kyber [KpgC] NTRU+ [NIST] HQC

128-bit secure parameters
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